
❏ play a game online
❏ use the chat during the 

game
❏ put in your password

Just think about yesterday… Did you

❏ facetime 
or video 
chat

❏ send or post a photo

❏ make a video & 
post it
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Just think about yesterday… Did you

❏ watch a YouTube video
❏ use google

❏ send a text
❏ send 5 texts
❏ send 20 texts
❏ more

❏ email
❏ buy 

stuff 
online
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This is the personal information 
you leave when texting, sharing 
a photo, looking at a website and 
more. 

A digital footprint can be used to 
track or find out what you do  on 
your phone, tablet and 
computer.

Digital Footprint
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https://www.youtube.com/watch?v=eg3gSNgaBm0&t=2s
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http://www.youtube.com/watch?v=eg3gSNgaBm0


Here are Some 

Ways People Try 

To Get Your Money

https://www.youtube.com/watch?v=11pRnDzyi2k&t=1s
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http://www.youtube.com/watch?v=11pRnDzyi2k


What To Do If 

You Get a 

Robocall 
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https://www.youtube.com/watch?v=0Dq5qClK2yw

http://www.youtube.com/watch?v=0Dq5qClK2yw


What To Do If You Get a Robocall 
➔ Hang up 

➔ If you press any number, you 
will probably get more 
robocalls. 

➔ Do NOT press one to speak to 
a live operator. 

➔ Do NOT press any other 
number to get off the list. 

➔ Block the number 
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Hang Up on 

Social 

Security 

Robocall 
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https://www.youtube.com/watch?v=lPOa9r_l4nk

http://www.youtube.com/watch?v=lPOa9r_l4nk


Hang Up on 

Fraudulent 

Telemarketing
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https://www.youtube.com/watch?v=HejPpki0kg4

http://www.youtube.com/watch?v=HejPpki0kg4


Learn To Recognize The Signs Of Telemarketing Fraud

➔ callers ask for money first

➔ callers want to know your bank 
account, credit card or social 
security number. 

➔ Scammers may have your billing 
information. 

➔ Often, they're trying to get you to 
say "okay" or "yes" so they can 
claim you approved a charge. 
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Recognize 

Phishing and 

Scams

https://www.youtube.com/watch?v=R12_y2BhKbE&t=3s
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http://www.youtube.com/watch?v=R12_y2BhKbE


How 
Scammers 
Tell You 
To Pay 
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http://www.youtube.com/watch?v=PbiXbIHsTqU


How Scammers Tell You To Pay 
If anyone ever says you have to:
➔ wire money, 
➔ or pay them with a gift card 
➔ or pay them with cash reload card, 

That's a scam. No matter who they                                                       
say they are, or how urgent it seems.
➔ You should stop. 
➔ Get off the phone. 
➔ Talk to someone. And then tell us at ftc.gov/complaint.
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Take A break



commonsense.org/education 
Shareable with attribution for noncommercial use. Remixing is permitted.

● Listen closely to what the 

students say.

● What's one comment in the 

video you agree with, and 

why?

To watch this video on the Common Sense Education site, click here.

https://www.commonsense.org/education/videos/teen-voices-who-youre-talking-to-online
http://www.youtube.com/watch?v=DiI8Lj0_TGQ


commonsense.org/education 
Shareable with attribution for noncommercial use. Remixing is permitted.

Discuss:

● How are the chat messages 

in this video misleading?

http://www.youtube.com/watch?v=lT0Wao7fnyo


Meeting with a stranger you met 

online can be dangerous. To be 100% 

safe, don’t meet strangers in person. If 

you really have to get together, have 

the meeting in a public place, tell 

someone you trust, and bring some 

friends along.

What You Know About Being Safe On Social Media?



Read between the “lines.” It may 

be fun to check out new people for 

friendship but be aware that it’s 

not always safe. Sometimes the 

nice things that they say can be 

used to trick you.

What You Know About Being Safe On Social Media?



What You Know About Being Safe On Social Media?
1. Everything you post or text is PUBLIC. 

2. Be kind online. Or at least treat people the way 

you’d want to be treated. If someone’s mean to 

you, try to ignore them then, that makes them 

stop. Use privacy tools to block them from 

viewing your full profile and contacting you.

3. Make sure the settings are private. If they 

don’t know how to do this, they can ask for help 

from a friend, family member, or staff person.



4. Passwords, Social security number, and 

bank numbers are private. Don’t share, 

even with friends. It’s hard to imagine, but 

friendships change and you don’t want to 

be impersonated by anyone. Pick a 

password you can remember but no one 

else can guess. One trick: Create a sentence 

like “I graduated from King School in 05” for 

the password “IgfKSi05.”

What You Know About Being Safe On Social Media?



5. Don’t talk about sex with 

strangers. Be careful talking to 

strangers, especially when talking 

about sex. These people may try to 

abuse you. If they don’t stop what 

they’re doing, call your local police or 

contact CyberTipline.com. You can get 

your case manager to help you with 

this.

What You Know About Being Safe On Social Media?



6. Think about what you post. Sharing private 

information can cause you problems later on. 

Even people you consider friends can use this 

info against you, especially if they become 

ex-friends.

7. If you are bullied. Talk to someone you trust. 

Tell them the full story so they know how to 

support you.

What You Know About Being Safe On Social Media?



Tell us what you know about SEXTING



Tell us what you know about SEXTING

WHAT IS SEXTING?

1. “Sexting” means sharing nude photos on your cell phone. But, it 

goes on the internet too. This can cause serious legal problems. 

You could lose your job. 

WHAT YOU NEED TO KNOW ABOUT SEXTING

2. It’s illegal.  In Vermont, taking or sharing nude photos of 

someone under 18 is illegal.  If you keep them on your phone or 

computer you could be charged with possession. 



You can’t take it back

3.. Even if you delete - someone may 

already have it and be sharing it.

4.Do not send nude photos of yourself, 

even to a friend. They could become an 

ex-friend and send it to everyone you 

know. Not only can they be sent around; 

they can be kept online for people to find 

forever.

There’s the emotional damage



WHAT TO DO IF YOU GET “SEXTED”

5. If a nude photo arrives on your phone, do not send it to anyone else.  

6. Talk to someone you trust. Tell them the full story so they know how 

to support you.  

7. If the picture is from a friend, tell them why this is a problem. You’re 

actually doing the friend a big favor.



What do you know about being safe on your phone

Be smart when using a cell phone. All the same tips apply with 

phones as with computers. Be careful who you give your number 

to. 

Phones are personal. Letting other people use your phone when 

you’re not around can be a problem. They can post things on your 

facebook page. It will look like you did it. It’s a good idea to lock 

your phone when you’re not using it.  



What You Know About Being Safe On Your Phone

Are you someone who is texting all 

the time? If you do a lot of texting, 

this can annoy your family and friends. 

Try not to be texting during meals or 

in the car or other times when you are 

hanging out. It’s a sign of respect to 

keep off your phone.



What You Know About Being Safe On Your Phone
Down time is good. Constant texting, 

checking social media and talking can 

affect sleep, concentration, work, and 

other things that deserve your thought 

and focus. You need your sleep and real 

friends understand there are times you 

just need to turn off the phone. 

Harassment can happen between 

midnight and morning too.



Why Report Fraud? | Federal Trade Commission

http://www.youtube.com/watch?v=MUA0wtZVX8E

